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EBICS

Started in Germany in 2006
Mandatory since 2008 in Germany
Nov 2008 - France (CFONB)

Jan 2015 Switzerland (SIX Interbank
Clearing)
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Payment transaction®

Electronic signature

Authentication signature
Application encryption

Transport encryption TLS

Account statements and protocols
Application encryption
Authentication signature

Transport encryption TLS

* Other file formats also possible
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EBICS initialisation

with letters

Initialisation of a user by order types INI and HIA

1.
[EP Generation of keys for ES and transmission

Customer

Generation for keys for Encryption and Authentication
and transmission Bank

HIA

yvy

INI

Sign and transmit INI-letters for INI and HIA

... post, fax ...

Activation of Public Keys by the bank
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EBICS initialisation

without letters

Initialisation of a user by order type H3K

Customer

Generation of keys for ES, Encryption and Authentication
Transmission (signed by ES)

%\% Bank

H3K

v

Activation of Public Keys by the bank
after necessary checks
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EBICS initialisation

Initialisation of bank keys

1.
Generation keys for ES [@

Customer Generation for keys for Encryption and Authentication @
Bank

Request

v

2. Order type HPB Response

3. Activation of the public keys by the user after inspection
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Accounting
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Vendor Bills
Payments
Vendors

Adviser
Journal ltems
Journal Entries
Chart of Accounts
Manual Payments & Invoices ..
Make Manual Tax Adjustments
EBICS Processing
EBICS Download
EBICS Upload
» EBICS Files

Reports

EBICS initialisation in Odoo

EBICS Configuration/ CIC

m Create

o~ Force Active

Name
EBICS HostlD
EBICS PartnerlD

EBICS protocol
version
EBICS Files Root

Active

Keys File Formats
EBICS Initialisation

EBICS Keys
EBICS key version

Attachment(s) =

CIC
CMCIFRFPA
72060026
HO03 (2.4)

fhome/odoo10/ebics_files/ebics_ce

o

‘homefodeo10/ebics_keyslebics_ce/bne_cic_ebics_keys
A00B (RSASSA-PSS)

11 €| >

Get Keys from Bank erification Active

m Initilisation

Bank Account FR76 3002 7177 2900 0200 6130 124
EBICS URL hitps.//pebics.cm-cic.com/ebicsweb/ebicsweb
EBICS UserlD 720600260001

Signature Class Tranzport signature

Order number Ccooz

EBICS Passphrase
EBICS key bitlength 2,048
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Uploading Files

Declaration with PartnerlD, UserlD and Authentication signature
Optional: further check as account, limit Bank

Customer

Confirmation: Authentication signature OK
and Authentication signature of the Bank

Datatransfer: encrypted, segmented in 1 MB blocks®) and
subscribed (authorisation (E, A, B) or only transport(T))

Confirmation: Upload OK

*) segmentation
is managed by the
customer system
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i ~ EBICS File Transfer

Select your bank :
EBICS Configuration cIC

Select your file :
File to Upload

Upload your file

Upload Filename

EBICS File Format pain.001.001.02.sct

Order Type FUL
Test Mode

(VLELR ST OF  Cancel

EBICS Upload
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EBICS Upload

EBICS Upload Files

Search...
T Filters« | =Group By v | W Favorites «
=~ | Upload Date Filename User State EBICS File Formats
O 10/01,2017 22:11:11 sct_PAY 0001 xmi Administrator Done pain.001.001.02_sct
O 10/01/2017 20:06:50 sct_2017-006 TST.xml Administrator Done pain.001.001.02.sct
Set to Draft Draft m
Upload Date 10/01/2017 221111 Filename st PAY 0001 xml
File & sct PAY0001.xml EBICS File Formats pain.001.001.02 sct
User Administrator

Additional Information

EBICS OrderlD: CO01
Crrigin: Payment Order: PAY0001
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Downloading Files

Declaration with PartnerlD, UserlD and permissions for
order types (file formats) and authentication signature

Bank
Customer

Confirmation: Authentication signature OK
and authentication signature of the Bank

Data transfer (e.g. account info, customer acknowledgement),
segmented*) and encrypted

Confirmation: Downoad OK

*) segmentation
is managed by the
customer system
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EBICS Download

it ~ EBICS File Transfer

Select your bank :

EBICS Configuration cIC -
Date from -
Date to -
EBICS File Format -

Download Files [N TN

i ~ EBICS file transfer result

Results :

EEICS File "CMCIFRPA_2017-09-06.cfonb120.dat’ is available for further processing.

View EBICS File(s) Close
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EBICS Download

EBICS Download Files Search... (=]
T Filters~ | = Group By » | W Favorites = 1202 € »
| Download Date Filename Date from Date to User State  EBICS File Formats
O 10/01/2017 19:47:22 CMCIFRPA_2017-08-05.cfonb120.dat 09/05/2017 09/05/2017 Administrator Done  camixoo.cfonb120.stm
O 10/01/2017 15:09:36 CMCIFRPA_2017-09-02. cfonb120_dat 090272017 09022017 Administrator Done  camtx<d.cfonb120.stm

I:El s Done

Download Date 107022017 00:11:17 Filename CMCIFRPA_2017-09-06_cfonb120.dat
File & CMCIFRPA_2017-09-06 cfonb 120 dat EBICS File Formats camt oo cfonbd 20 stm

Date from 09/08/2017 Date to 09/08/2017

User Administrator

Additional Information
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EBICS Download

Set to Draft
Download Date 10/01/2017 19:47:22
File & CMCIFRPA_2017-09-05_cfonb120.dat
Date from 09/05/2017
User Administrator

Additional Information Bank Statements

Reference Date

Account 00020061301 2017-08-01 = 2017-08-04 09/04/2017

Filename
EBICS File Formats
Date to

Journal

CIC 00020061301 (EUR)

CMCIFRPA_2017-09-05_cfonb120.dat
camt.xo. cfonb120.stm
09/05/2017

Starting Balance Ending Balance Status
105,852,090 € 36474405 € MNew
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Odoo implementation

* account_ebics
* account ebics payment order
* AGPL, free of charge, cf.

— https://
github.com/luc-demeyer/noviat-apps

or
— https://www.odoo.com/apps

V8.0 -V10.0

* Prerequisite
— https://pypi.python.org/pypi/fintech

@
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